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VQCM Trials 03

Applying Certificates to VQCM Admin

Steps to Create Certificates for VQCM Admin
1. Certificates are managed in VQCM Admin page under Security / Certificates.

a.

VQ Conference Manager ... ( Home / Certificates

Configuration

Certificates

You can change the cert

E’ CM Configuration

* Outlook Plugin
@ Elasticsearch

Ul Configuration

Assign Ce

Below are the VQ Con
@ Ul Branding these then press the £
for a few moments.
Security

Conference Manac
o SSH Access

& Certificates
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2. Create a Pending CSR using the VQCM FQDN as the Common Name and the Login
& Kibana FQDNs in the Subject Alternative Name fields.

)
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Add Certificate

Use the below form and uploads to add a certificate in various ways that can then be assigned to components of VQ Conference Manager

4 CERTIFICATE SIGNING CERTIFICATE & KEY UPLOAD CERTIFICATE & KEY UPLOAD
SELF SIGNED
REQUEST (CSR) (.PEM} {.PFX)

A friendly name for the certificate used in CM Admin only

Name

adeyvgem
Usually the legal incorporated name of the company
Organization

FOON (Fully Qualified Domain Name)

Common Name

vgem.adeycm.vq.lab
E.G, Suppodt, IT, Engeneering. Finance
Organizational unit
City of Town
Locale
E.G, Buckinghamshire, New Jersey
State or Province
Enter your two-letter 150 country code
Country Code
Email to contact the organization
Email address
Domain name that is noted on your S5L Certificate
Subject Alternative Name
loginvgecm.adeycm.vq.lab
Demain name that is noted on your S50 Certificate

Subject Alternative Name

kibanavgem.adeycm.vg.lab (x]
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3. This is how the Pending 3. CSR should look
a.
Pending Certificate Signing Requests

These are certificate signing requests that are pending, you can show the Certificate Signing Request, upload the signed
certificate or delete the Certificate Signing Request. Once a valid certificate is uploaded you can assign the certificate.

aCEeyVQC:’ﬂ 1 Created: 2024-10-29T17:34:487

SHOW CSR

CN: vgcm.adeycm.vg.lab

UPLOAD (.PEM
SAN: loginvgcm.adeyem1.vg.lab, kibanavgem.adeyem.vg.lab, vgem.adeyem.vg.lab ( )

DELETE

4. Use this CSR to generate the Signed Certificate.

a. )
Your Certificate Signing Request

—--BEGIN CERTIFICATE REQUEST— l.]jBkBgkghkiGIwOBCQ4xVzBVMFMGATUJEQRMMEQCGGXVZ 2ludnF]
bS5hZGVSY20xLnZxLmxhYolZa2liYW5hdnFjbS5hZGVSY20xLnZxLmxhYolTdnFj
bSShZGV5Y20xLnZxLmxhYjANBgkghkiGOwOBAQsFAAOCAQEAXIfpSZqUPhxQ+KMF
iObkOWgrSrmalVokYJcSLFB+6ibZKFodEBUSg0gZQ7avGJBVriBrxQYetefzjg/4
ogLGlkvBHnYEQgeHEEIWWSGTJSmO6JARMIDSX1HvEv+B8BadDyeU+hWJIRSEB+TNKH
MSSjkbyPRhorBQIAIAHeF T7GILuin1vIfcHCTWH70BmsNXzyNImwMs+E3M1VgmLj
jzrpck4ZfzH4E/IMCPMhOS0Y8EocVsnPLt1unyWv1 pZjpUbOuGBKMHUQzKx0+7hA
qvap0wgReT2rEhZ4+xNOgqFMTjZ2v8PaT95Ri+SF57UcZg/N/w85+6IBuYgWGXpg
ncz90w==

——END CERTIFICATE REQUEST—

DOWNLOAD CLOSE

T o T 8 o

% \VQ

www.vgcomms.com | © 2025 VQ Communications Ltd COMMUNICATIONS

et
CIsco

Partner
Pramier Develoger



c
S
)

©

S

f
L
£
)

(6)

=]
©

(®)

p
a8
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5. Upload (.PEM) the Signed Certificate to the Pending CSR created before.

a.
Pending Certificate Signing Requests

These are certificate signing requests that are pending, you can show the Certificate Signing Request, upload the signed
certificate or delete the Certificate Signing Request. Once a valid certificate is uploaded you can assign the certificate.

a d@.'y‘ vgomil Created: 2024-10-29T17:34:482

SHOW CSR

CN: vgcm.adeycm.vg.lab

UPLOAD (.PEM
SAN: loginvgem.adeyem1.vq.lab, kibanavgem.adeyem.vq.lab, vgem.adeyem1.vq.lab ¢ )

DELETE

6. Once uploaded edit the Certificate Chain by adding the Intermediate Certificate and the Root
Certificate in this order:

a. VQCM Certificate
b. Intermediate Certificate
c. Root Certificate

‘9

Created: Thu, 26 Sep 2024 15:20:23 GMT

aclcycml Expires: Tue, 03 Jun 2025 15:20:53 GMT
CN: vgcm.adeycm1.vq.lab EDIT CHAIN
SAN: loginvgecm.adeycm.vqg.lab, kibanavgem.adeyem.vq.lab, vqecm.adeyem.vg.lab

+2 Certificates in the chain DOWNLOAD
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Certificate Chain

This is the certificates chain. Your VQ Conference Manager public certificate should be first, followed by any
public intermediate certificates then public root certificates.
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CN: vgem.adeycm1.vq.lab

SAN: loginvgcm.adeycm?.vq.lab, kibanavgem.adeyem.vg.lab,
vgem.adeycm1.vg.lab

ORG:

ou:

Issuer CN:VQComms Internal Intermediate Authority

|HI

CN: VQComms Internal Intermediate Authority
SAN:
ou:

Issuer CN:VQComms Internal Certificate Authority

CN: VQComms Internal Certificate Authority

SAN:

ORG: VQComms

OU: Development

Issuer CN:VQComms Internal Certificate Authority

HH

Drag and drop your certificate (.pem) file here, or click anywhere inside the container to select...

Alternatively you can to paste in your certificate by clicking the paste icon below

CLOSE

7. This certificate is now available to be applied to the VQCM Admin.
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Steps to Apply Signed Certificate for the VQCM Admin
1. Go to VQCM Admin page under Security / Certificates section.

2. Select the signed certificate from the dropdown menu.

" Certificates

You can change the certificates already used by VQ Conference Manager components using this
page.

Assign Certificates

Below are the VQ Conference Manager certificates and which certificate is currently assigned
to which component. You can change these then press the Apply button to apply the
changes. Any changes could cause your VQ Conference Manager to become unavailable for a
few moments.

Conference Manager adeycm1 -
adeycm1
oo Fioa : :
Assigning a new certifica adeycmsT er Admin process and you will

be re-directed back to the | be unresponsive until the

service has finished resta self-signed-certificate

APFPLY CERTIFICATE CHANGES

3. Click “Apply Certificate Changes".

4.VQCM Admin process will restart when the new certificate is applied.
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